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Figure 4. This figure shows the False Negative and False Positive Optimization for Keyprint
Signature and Profiles Compared to All Other Typing Samples Combined (T2-T6).
Optimization occurs at a match threshold of approximately 75%. This is the point where false
positives and false negatives are optimally balanced. However, the critical point for reducing
false negative identifications to zero using the keyprint signature is approximately 70%. The
critical point for reducing false negative identifications to zero using the keyprint profile is
closer to 65%. In this regard using the keyprint signature is better than the keyprint profile.

Comparison in Context
In our analysis, we studied whether different typing conditions affected the algorithm’s
ability to correctly match samples. We compared copy typed keyprint signatures to samples that

were copy typed, free typed, and copy typed with impediments.
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Keyprint accuracy with copy typed samples. Our keyprint accuracy context for copy
typed samples focused on whether keystroke dynamics provided accurate user identification of
individuals who provided a sample under similar typing conditions to that of the baseline
keyprint. Figure 5 presents false positive and false negative results when comparing keyprint
signatures and profiles against copy typed samples. The analysis in this case is a comparison of

a copy typed baseline (T1) with copy typed sample (T2).
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Figure 5. This figure shows the False Negative False Positive Optimization Keyprint Signature
Compared to Copy Typed Sample T2. Optimization occurs at a match threshold between 75%
and 80%. The critical point for reducing false negative identifications to zero using the keyprint
signature is approximately 75%.

The results of our analysis show that when comparing a copy typed sample to the
baseline keyprint signature, the algorithm functions fairly well. Clearly individuals are not
robots. Unlike a fingerprint, each captured typing sample will never be completely consistent for
every data point being compared. However, in practice, if a typing sample (provided under
similar conditions to the baseline) does not match the keyprint signature on at least 75% of the
data points, based on these results, it would be highly unlikely that the two samples were

provided by the same person.
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Keyprint accuracy with free typed samples. Our keyprint accuracy context for free
typing samples focused on whether keystroke dynamics provided accurate user identification of
individuals when the sample was provided in a different context to that of the keyprint. To
determine this, we compared free typed samples to the copy typed baseline under two treatment
conditions. In the first situation (T3) the sample context involved free typing a generative list
task response. In the second situation (T4) we collected a free typed sample of explanatory
writing. We hypothesized that there would be a reduction in categorization accuracy when
individuals free typed a response as compared to copy typed keyprint signature. Figure 6
presents the results when comparing the baseline sample T1 with the generative list task writing
sample T3. Figure 7 presents the results when comparing the baseline sample T1 with the
explanatory writing sample T4. Figure 8 presents the results when comparing the baseline
sample T1 with the generative list task writing sample T3 and the explanatory writing sample T4
combined.

For the T1 T3 comparison, our analysis compared the free typed generative list task
composition sample to the copy typed keyprint signature. The optimal point of comparison
occurs between 75% and 80% and the false negative critical point occurs at approximately 60%.
Figure 6 presents the false positive and false negative results of this analysis. The results of our
analysis show that when comparing a free typed sample to the baseline keyprint signature, as in
the previous case, the algorithm also functions well but not as well as it did with samples
obtained under similar conditions.

These results support our hypothesis in this regard. In practice, if a free typed sample
(provided under different conditions to the baseline) does not match the keyprint signature on at

least 60% of the data points, our results indicate that it would be highly unlikely that the two
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samples were provided by the same person. One of the challenges with this sample was the
limited number of data points captured. Participants’ typing samples tended to be smaller than

that of other samples captured.
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Figure 6. This figure shows the False Negative False Positive Optimization Keyprint Signature
Compared to Free Typed Sample (T3). Optimization occurs at a match threshold between 75%
and 80%. The critical point for reducing false negative identifications to zero using the keyprint
signature is approximately 60%.

In the second free typing situation, T1 T4 comparison, we compared explanatory writing
with the keyprint signature. For this situation we had plenty of data as compared to T3. In this
case the optimal point occurred between a match threshold of 70% and 75%. The false negative
critical point occurs somewhere between 50% and 55%. Figure 7 presents the false positive and
false negative results obtained in this treatment condition. The results of our analysis show that

when comparing a free typed sample to the baseline keyprint signature, the algorithm functions

decently.
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For a free typed explanatory writing sample, our results indicate that it would be highly
unlikely that the two samples were provided by the same person if the sample did not match the
copy typed keyprint on at least 50% of the data points. This result was slightly different from the
previous free typed comparison and may indicate that typing patterns vary based on the type of

cognitive task elicited by the assignment.
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Figure 7. This figure shows the False Negative False Positive Optimization Keyprint Signature
Compared to Free Typed Sample (T4). Optimization occurs at a match threshold at about 70%.
The critical point using the keyprint signature is somewhere between 50% and 55%.

When comparing samples T3 and T4 combined to T1 (see Figure 8), the optimal point
occurs between 70% and 75% match threshold with the false negative critical point occurring
somewhere between 55% and 60%. If a free typed sample was compared to the baseline, based
on these results, we would expect that the samples must match on at least 55% of the data points

if we are to conclude that they were typed by the same person.



41

As such, our data supports the hypothesis that our matching algorithm would see a
reduction in accuracy when comparing free typed samples to the copy typed keyprints; still, we
were pleased to see that the algorithm performed sufficiently well to detect potential cheating to

some degree.
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Figure 8. This figure shows the False Negative False Positive Optimization Keyprint Signature
Compared to Free Typed Samples (T3 and T4) — Method 2. Optimization occurs at a match
threshold at about 70%. The critical point using the keyprint signature is somewhere between
50% and 55%.

Keyprint accuracy comparing samples provided in an impediment context. Our final
research question focused on the accuracy of keyprint comparisons in the context of samples
involving impediments. We compared two impediment treatments involving copy typed
samples. The first treatment (T5) involved copy typing with a band-aid on the right index finger
(i.e., a mild impediment). In the second treatment (T6) we collected a sample of copy typing
with tape wrapping together the middle and ring fingers on the left hand (i.e., a moderate
impediment). We hypothesized that there would be a considerable reduction in matching

accuracy when individuals copy typed under such conditions. Figure 9 presents the results when
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comparing the baseline sample T1 with the mild band-aid impediment sample T5. Figure 10
presents the results when comparing the baseline sample T1 with the moderate tape-wrapped
fingers impediment sample T6. Figure 11 presents the results when comparing the baseline
sample T1 with the mild impediment sample T5 and the moderate impediment sample T6
combined.

For the T1 TS5, we compared the keyprint signature to mild impediment copy typed
samples. Our results show the optimal point for matching occurs between 75% and 80%; the
false negative critical point occurs somewhere between 50% and 55%. However, for match
thresholds between 55% and 65% the percent of false negative occurrences was only 1%.

The results of our analysis show that when comparing a mild impediment sample to the
baseline keyprint signature, the algorithm functions adequately. In practice, if a mild
impediment typed sample does not match the keyprint signature on at least 65% of the data
points, our results say it would be extremely doubtful that the two typing samples were provided
by the same individual. These results support our hypothesis. Typing under this condition is

similar to that of free typing without anything impeding one’s typing.
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Figure 9. This figure shows the False Negative False Positive Optimization Keyprint
Signature Compared to Mild Impediment Sample (T5) — Method 2. Optimization occurs at a
match threshold between 75% and 80%. The critical point using the keyprint signature is
somewhere between 50% and 55%.

In the second impediment typing situation (the T1 T6 comparison where participants had
tape-wrapped fingers) the optimal comparison point occurs between 60% and 65%. The false
negative critical point occurs somewhere between 40% and 45%. As expected, when the typing
sample is obtained in the condition of a moderate impediment, the accuracy of the matching
algorithm is diminished. In this condition, we could be sure that the individuals providing the
samples were different people until less than 40% of the data points failed to match. Up until

that point we could not be certain the samples were not a match.
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Figure 10. This figure shows the False Negative False Positive Optimization Keyprint

Signature Compared to Moderate Impediment Sample (T6) — Method 2. Optimization occurs

at a match threshold between 60% and 65%. The critical point using the keyprint signature is
somewhere between 40% and 45%.

When comparing both T5 and T6 combined to T1 (see Figure 11) the optimal point

occurs close to a 70% match threshold with the false negative critical point occurring somewhere

between 45% and 50%. For match thresholds between 50% and 60% the percent of false

negative occurrences was only 1%. Clearly a mild or moderate impediment copy typed sample

presents challenges to the matching algorithm. But it is also clear that the algorithm performs

somewhat well at detecting potential cheating even when the individual might be typing under

adverse conditions.
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Figure 11. This figure shows the False Negative False Positive Optimization Keyprint
Signature Compared to Impediment Samples (TS5 and T6). Optimization occurs at a match
threshold between 65% and 70%. The critical point using the keyprint signature is
somewhere between 50% and 55%.
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CHAPTER 5: DISCUSSION AND CONCLUSIONS

This study set out to answer four research questions, each about the ability of keystroke
dynamics to accurately identify users in an online assessment context based on distinct treatment
scenarios. Each treatment condition studied produced results that we hypothesized would affect
the ability of the matching algorithm to correctly match samples. In practice, keystroke
dynamics will never be as accurate as a finger print (which, barring disfigurement, is exactly the
same all the time) because people do not type exactly the same way every time. The type of task
they are completing or typing under the adverse conditions of an impediment will affect their
typing patterns. What we hoped to determine with this study was the degree to which keystroke
dynamics perform under-less-than ideal conditions. In this regard, the results of our study
suggest that keystroke dynamics could be quite valuable.

An analysis of the results from this study positively demonstrated the feasibility of using
keystroke dynamics to match typing samples. We found that keyprints are somewhat unique, but
it may be best to use a full keyprint signature (75% critical point) rather than a reduced keyprint
profile (65% critical point). We found that with a normal copy typed sample, keystroke
dynamics can authenticate an individual with a high degree of accuracy (75% - 80% match
threshold). With generative list task writing free typed samples, the accuracy rates decreased
slightly but were fairly accurate (70% match threshold). With explanatory free typed samples,
the accuracy rates decreased marginally (60% match threshold). With a mild impediment, the
accuracy slightly decreased, but did not seem to affect the ability of the algorithm to match
samples dramatically (75% - 80% match threshold). With a moderate impediment however, the
precision rates were somewhat less accurate but still matched samples accurately to some degree

(45% match threshold). The results of the study are summarized in Table 4.
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Results Summary Table
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Comparison Hypothesis Result
T1to Tl Keyprints are somewhat unique Supported. Sample known not to match did not
match at or above an 80% match threshold
T1to T2-T6 Keyprint profiles will work better Not Supported. The keyprint signature critical
than keyprint signatures. point (75%) performed 10% better than the
profile critical point (65%)
T1to T2 Matching will be good for samples ~ Supported. If samples did not match on at least
obtained under similar conditions 75% match threshold, samples were unlikely
provided by the same person
T1to T3/T4 Matching will be diminished for Supported. If samples did not match on at least
samples obtained under different 60% match threshold, samples were unlikely
free typed, cognitive conditions provided by the same person
T1 to T5/T6 Matching will be considerably Supported. If samples did not match on at least

diminished for samples obtained
when the typing is done with an
impediment

45% match threshold, samples were unlikely
provided by the same person

Interpretations of Findings, Reflections, and Insights

These findings relate to the practical understanding and application of keystroke

dynamics in a number of different ways. Clearly, the optimization point balances the false

negatives and the false positives, and the critical point for eliminating false positives are

important to establish. These points are valuable to policy makers when determining how to best

leverage the technology for their institution as they attempt to comply with government

mandates to improve security in online courses. Knowing where the optimal points are will

inform decisions on the amount of risk an institution is willing to carry and at what point

accusations of cheating should be employed.
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Understanding the degree to which the keyprint signature performs in various conditions
is extremely important for policy makers. The keyprint signature we used in this study was
made up of sixty-nine data points consisting of dwell and transition matches. In practice, and in
a normal copy typed context similar to the conditions under which keyprints are obtained, if
there was not a match of at least 75% of the data points the probability that the same person
typed the two samples being compared is extremely low. However, in addition to the fact that
people are not consistent typists and tend to improve with practice, copy typing is unlikely to be
the condition under which samples will be obtained when this authentication practice is
operationalized.

For practical reasons, copy typing a baseline is necessary in order to obtain all the
requisite dwells and transitions needed. Using free typing to obtain a baseline would not
guarantee that we would efficiently capture the necessary dwell and transition times needed to
establish the keyprint signature as evidenced when we compared the two. It is more likely that
comparison samples will be obtained under conditions of cognitive load which is different from
that of the baseline keyprint conditions. In addition, students will inevitably experience times
when they type with a mild or moderate impediment. This, we found, didn’t affect our ability to
match samples. Free typed samples did not match copy typed keyprint signatures as well as
copy typed samples did. With mild impediments, our results showed that students’ typing
cadences are not affected too much, but our ability to identify an individual diminished slightly.
This was not the case with moderate impediments however. With moderate impediments,
accuracy was diminished, but the algorithm still functioned. This was important to understand,
because not only can typing ability change over time, typing patterns can also change due to the

task being undertaken and circumstances where an injury has been incurred. Using keystroke
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dynamics to accurately identify individuals typing in various contexts and with a mild or
moderate impediment is still somewhat accurate, but needs to be considered when deciding how
best to utilize keystroke dynamics to authenticate individuals.

One possible operational practice that might alleviate some of this would be to
periodically recalibrate the keyprint, either adding to the keyprint or completely recapturing the
baseline. Doing so would also allow for the most up-to-date keystroke data to be used in the
keyprint as well as allow flexibility for typing improvement or degradation.

Limitations

This study was limited in its scope due to multiple factors; some of which we plan to
study at a different time. One limitation of this study is that it does not account for the fact that
typing ability is not a fixed ability. An individual’s typing ability will change over time with
practice. In this regard, we anticipate that modifications to the keyprint signature would have to
be made as time goes on. Along these lines, we forced individuals to provide samples using a
specific keyboard and device. In an authentic online learning situation, this would not be the
case.

Another limitation involves implementation implications. In order for keystroke
dynamics to be used in authentic online assessment, any typing for the course would need to be
done inside the designated assessment tracking system, not outside. Requiring typing to be done
in the system environment so keystroke tracking can take place may be difficult to enforce. In
reality, most learning management systems (LMS) are not designed as word processors, but
keystroke dynamics in an LMS would be worth exploration by LMS designers for future LMS
design. As online assignment completion is currently constituted, students will often type their

essays and responses in a word processor and then copy their responses into the LMS.
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Implementation of keystroke dynamics could be done via partnership with Google or Microsoft
online to include their word processing technology in the course. This would allow students to
do their work in the browser and allow the technology to track their keystrokes.

A final limitation of the study involves decisions that need to be made about missing
data. This again is something we plan to explore at a later time. For this study, we made sure
our samples contained a sufficient amount of data to compare. The degree to which it is realistic
to assume that samples will contain sufficient data points and whether it is appropriate to
combine samples obtained from individuals is unknown.

Implications

Practitioners can benefit from the results of this study in multiple ways. In knowing that a
keystroke dynamics system is inexpensive to implement, practitioners can work with their local
IT departments to develop and house a similar tool. If these institutions do not have the
resources, they could partner with other institutions to work together to fund the project or apply
for grant funds.

Once implemented, keystroke dynamics would provide a clearer picture of possible
cheaters and where it was occurring in a course. This would allow for a more focused allocation
of resources, giving institutions a better understanding of potentially how much effort, time, and
money is being spent on academic honesty issues.

Implementation also makes the need for policy development paramount. It would be an
opportunity for the institution to develop the necessary administrative checks and balances that
need to be in place so that management of the keystroke dynamics system is clear and

meaningful.
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Students should not be assumed guilty of cheating simply because a sample of typing
does not match their keyprint signature; this should only trigger additional identity verification
checks. The checks for verifying cheating might involve a number of possible steps. The
primary review tier would be a student needing to at least match their false negative critical point
signature keyprint at 75%. Should the student not match their false negative keyprint signature
at 75%, the next reasonable step might be to trigger the secondary sample comparison involving
a reduced false negative critical point of 60%. If the false negative critical point occurs between
60% and 75%, then no further action would be necessary. However, if the false negative critical
point were to occur below the 60% false negative critical point, then the next reasonable step
might be to trigger an additional review involving a false negative critical point of 45%,
checking for a potential impediment situation. Should the false negative critical point fall
between 45% and 60%, a responsible approach might be to monitor the student’s keyprint
moving forward, but no further action may be necessary.

If the false negative critical point were to fall below the 45% threshold, the potential
additional step might be to contact the student and let him or her know a potential problem has
been identified. Doing this would give the student a chance to let course administrators know
something has happened to alter their typing. It would make sense to conduct this interview via
video for visual evidence of the student. Only upon verifying cheating has occurred should
disciplinary action be taken.

If practitioners were to implement this approach, they would need to consider the
institutions response to student cheating. Consequences to students might include giving the
student a warning, zeros on assignments, requiring the student to take all their remaining

assessments in a face-to-face proctored environment, or possibly removing the student from the
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course. Each institution’s policies and responses to cheating would be different, yet best
practices should govern the overall administration of how student indiscretions are handled.

Keystroke dynamics provide a greater sense of online assessment security as well as
closer alignment with federal law. This does not mean that institutions of higher learning should
abandon vigilance and oversight once keystroke dynamics are employed. It does mean, however,
that there can be a greater sense of confidence that the students completing their courses online
are the same ones who are supposed to be doing it. This sense of confidence should bring a
stronger commitment to integrity and therefore provide assurance to an accrediting body, of the
institution’s efforts to uphold the quality of the learning, academic fidelity, and the authenticity
of the experience by the individuals receiving credit for the work being completed.
Conclusion

This study examined the potential use of keystroke dynamics to create keyprint signatures
(typing fingerprints) to authenticate individuals in online course and assessment situations (Flior
& Kowalski, 2010; Gaines et al., 1980; Giot et al., 2015; Killourhy & Maxion, 2009; Killourhy
& Maxion, 2008; Monrose & Rubin, 2000; Rouse, 2008; Spillane, 1975; Yu & Cho, 2004). It
was set up to determine how well keyprints were able to identify individuals when typing under
various treatment conditions (Joyce & Gupta, 1990; Leggett & Williams, 1988; Vanette, 2015).
Clearly, it would be very difficult, if not impossible, to establish the actual identity of a person
based solely on an unknown sample of typing (Ahmed & Traore, 2007; Giot et al., 2015; Jenkins
et al., 2013; Miguel et al., 2015; Sewell et al., 2010). There would be too many false positives to
consider. However, the results of this study indicate that keyprints can be utilized effectively for
user identification purposes, when determining that an individual may not be who he or she is

supposed to be (Flior & Kowalski, 2010; Jenkins et al.; Leggett et al., 1991; Rybnik et al., 2008).
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We would not be able to say who the individual is, but we would be able to say with a high
degree of certainty that a typing sample was not provided by the individual who was supposed to
have provided the sample.

As anticipated, typing with a temporary impediment diminished the algorithm’s ability to
identify students. This was also the case when user samples were typed under conditions
different from those in which the keyprint baseline signature was captured. The ability to
identify individuals is also challenging when the number of individual data points captured are
limited (i.e., small comparison samples with many missing data points compared to those in the
keyprint signature). However, the ability of the system to identify negative cases functions fairly
well in each instance. Still, there are always ways to circumvent systems; and there will always
be individuals who are unwilling to put in the effort needed to learn what is intended, those who
want credit for accomplishing something they did not, and those willing to pay for something
they never intend to obtain.

The major contributions of this dissertation come in the form of filling a part of the
existing literature gap and beginning the discussion on keystroke dynamics usage in generative
list task and explanatory free typing as well as in mild and moderate impediment typing.
Overall, keystroke dynamics has not been used extensively in online education, and is still
unproven in this arena. That will likely change as this important area of online assessment
security is more thoroughly vetted and the value and significance of keystroke dynamics is

realized (Giot et al., 2015; Jenkins et al., 2013; Miguel et al., 2015).
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Future Research

To further this area of research, additional work needs to focus on other conditions likely
to be encountered when capturing typing samples in an online course or assessment situation.
Future studies need to consider the degree to which typing on different keyboards affects
keyprint matching, the thresholds for matching given missing data (i.e., the minimum number of
data points required to satisfactorily perform matches given small comparison samples), and
possibly, ways to triangulate match decisions using additional biometric information and typing
behaviors unique to individual users (e.g., typing speed, preferred language use, or common
syntax and spelling errors made by individuals). Triangulation utilizing mouse dynamics in
combination with keystroke dynamics to authenticate user behavior also needs further
exploration.

Keystroke dynamics policy development and implementation could use additional study,
including the articulation of keystroke dynamics policy best practices. This policy development
will mature as authentication thresholds are tested, verified, and applied in real-life situations.

On the system side, to get to the most accurate identification points with our keystroke
dynamics system, it is essential to verify the algorithm we developed and used. To do this,
machine learning algorithms would be needed to improve the accuracy and precision when
considering various data points. These algorithms could potentially train a support vector
algorithm on every individual to get a sophisticated prediction and have an improved yes/no
authentication accuracy rate. In addition, applications required to capture typing samples in
various ways, both in-system and without, might be developed. These are all potential future

research studies we intend to explore.
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APPENDIX A
EMAIL INSTRUCTIONS TO ACCESS KEYSTROKE COLLECTION SYSTEM
Everyone,
Thanks for participating in our keystroke data collection. Just wanted to remind you of what we
are asking as well as some important details. We are collecting keystroke data for Jay Young’s
Dissertation study and are hoping that you will participate. For this to be successful, you should
be aware:
e Participating in this study will take about 15-30 minutes of your time
e Please Use Chrome, that will provide the best results, go to the website,
http://keystroke.webdrawnsilk.com/
e Log in and use the tools you were given in class today to complete the extra credit
assignment
e Please complete it in one sitting

e At the end of the keystroke activity, your name will be added to the list of those who
participated and you will receive the extra credit.

Thanks for contributing to the study.


http://keystroke.webdrawnsilk.com/

