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Figure 4.31: Snap2Pass Android application

Figure 4.32: Snap2Pass application — QR code scanner
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Figure 4.33: Snap2Pass application — registration confirmation

[l Saving screenshot...

8 Snap2Pass

Scan QR

Account Passoff Code
Smartphone Support 889001665

Figure 4.34: Snap2Pass application — accounts page
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Figure 4.35: Snap2Pass login QR code
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Chapter 5

Methodology

During the summer and fall of 2014, we conduct four studies analyzing the usability
of seven web authentication systems. The studies vary as to which authentication systems
are tested, but otherwise the content of the studies remains constant. This chapter gives an
overview of the studies and describes the task design, study questionnaire, study development,

and limitations.

5.1 Study Setup

The four studies were conducted between June and October 2014: June 24-July 12, July
28—August 23, October 7-October 11, October 13-October 24. The first three studies evaluate
the federated, email-based, and QR code-based groups respectively, and the fourth study
is the “championship round” usability study. In the first study (federated), participants
are randomly assigned two of the three authentication systems in the group, and in second
(email-based) and third studies (QR code-based) participants were assigned to use both
systems in the group. In the fourth study (“championship round”), participants are assigned

all three systems.!

1 We modified the study to assign participants three systems for two reasons: (1) in the first three
studies participants showed no signs of study fatigue after evaluating two authentication systems and (2)
we were interested in the qualitative responses of participants who had been assigned three heterogeneous
authentication systems.
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In total, 106 individuals participate in our studies: 24 participants in the first study,
20 participants in the second study,? 27 participants in the third study and 35 participants in
the fourth study. Each individual is allowed to participate in only one of the four studies.
Participants took a minimum of 20 minutes and a maximum of 45 minutes to complete their
study and are compensated $10 USD for their efforts. When using Snap2Pass, participants
are provided with a Nexus 5 smartphone with the Snap2Pass application pre-installed. When
using WebTicket, participants are provided with a black and white laser printer, a pair of

scissors, and a 1080p webcam.

5.1.1 Quality Control

The results for eight participants are discarded for various reasons:

e Two participants, both in the second study (email-based), had the authentication emails
generated by SAW marked as spam.® The survey coordinator was unable to resolve

this problem and the participants were unable to complete the study.

e Three participants, one in the third study (QR code-based) and two in the fourth
study (“championship round”), were non-native English speakers and were unable to

understand the assigned tasks.

e Three participants, one in the third study (QR code-based) and two in the fourth
study (“championship round”), skipped a task and did not finish registering a necessary
account. The study coordinator was unable to resolve this problem and the participants

were unable to complete the study.

After removing results from these 8 participants we are left with results from 98

participants: 24 participants in the first study (federated), 18 in the second study (email-

2We are unsure why fewer students signed up for the second study, though we speculate that it might
be due to the fact that the majority of our participants were undergraduate students at Brigham Young
University and finals for that university’s Summer term fell on the thirteenth and fourteenth of August.

3Emails were marked as spam because they contained both the words “bank” and “click on the link”.
Different wording could have avoided this problem.
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Federated 58% 42% | 83% 17% | 13% 9% 8%
(n = 24) 4 10|20 4|3 19 2
Email 67% 33% | 8% 22% | 28% T2% (0%
(n = 18) 2 6 |14 4|5 13 0
QR Code 52% 48% | 8% 12% | 12% 60% 28%
(n = 25) 13 122 3|3 15 7
Championship | 67% 33% | 7% 23% | 13% 83% 4%
(n = 30)! 20 10|23 7|4 25 1
Total 62% 38% | 81% 29% | 15% T75% 10%
(n = 97)! 59 38 79 18 15 73 9

! One participant in the QR code-based group did not provide
demographic, explaining the smaller number of participants
reported in this table.

Table 5.1: Participant demographics

based), 25 in the third study (QR code-based), and 30 in the fourth study (“championship

round”). The remainder of this paper will refer exclusively to these 98 participants.

5.1.2 Participants Demographics

We recruit participants for our study at Brigham Young University. All participants are affili-
ated with Brigham Young University,* with the overwhelming majority being undergraduate
students: undergraduate students (93; 96%), graduate students (3; 3%), faculty (1; 1%), did
not provide demographic information (1; 1%). Participants had a variety of majors, 51 in
total, with the highest percentage studying exercise science (8 participants). No other major
had more than five participants. Participants were asked to self report their level of technical

skill, with most reporting an intermediate level of knowledge.

4We did not require this affiliation.
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5.2 Task Design

We built two WordPress websites for the purpose of our studies: a forum website where
users could get help with smartphones,® and a bank website.> We chose these two types of
websites because they represented diametrically different information assurance needs. At a
forum website there is little personal information stored, and so even if the user’s account
is stolen there is still only minimal risk of harm. Conversely, users have been shown to be
extremely cautious when it comes to online bank accounts [38]. Studying websites with
different information assurance needs allows us to examine whether users are amenable to a
given authentication system being deployed to all websites, or only to websites that do not
store personal information.

During the studies, participants are assigned two or three authentication systems. For
each authentication system, participants were given six tasks to complete (three for each
website). For each task, participants were instructed on how to use the website to complete
the task. Participants were not instructed on how to use any of the authentication systems, as
one aspect of usability is how well an authentication system facilitates a novice user. Between
each task, participants are logged out of both websites, ensuring that participants use the
assigned authentication system for each task.

The text of these tasks is given verbatim in Appendix A.3. Below is a summary of

the six tasks:

Task 1. Participants create a new account at the forum website using the assigned

authentication system.

Task 2. Participants modify an existing bank account to allow login using the assigned

authentication system.

Shttps://forums.isrl.byu.edu
Shttps://bank.isrl.byu.edu
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Task 3. Participants log into the forum website and create a post in the “New User”

forums.

Task 4. Participants log into the bank website and look up their checking account balance.

Task 5. Participants log into the forum website and search for a specific post.

Task 6. Participants log into the bank website and transferr money from one account to

another.

5.2.1 Authentication System Implementation

For this study we implemented all seven authentication systems. We did this for two
reasons: first, existing implementations of SAW, Hatchet, WebTicket and Snap2Pass are
non-existent” and second, by implementing the systems ourselves we could assure a consistent
user experience.

Source code for our implementations of these systems, as well as the forum and bank

websites, is available at https://bitbucket.org/isrlauth/battle-website.

5.3 Study Questionnaire

We administer our study using Qualtrics’ survey software. The survey begins with an
introduction and a set of demographic questions.

Participants are then instructed to complete the study tasks for a particular authenti-
cation system. After completing the six tasks, participants answer the ten SUS questions.
Next, participants describe which features of the assigned authentication system they enjoy
and which they would change. Lastly, participants indicate whether they would prefer to
use the assigned authentication system over current password-based authentication and why.

This process is then repeated for each assigned authentication system.

"We contacted the authors of WebTicket and Snap2Pass and requested their implementations, but we
received no reply.
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At the end of the survey, participants were asked several final questions. First,
participants were asked what their favorite authentication system was: whether it was one
of the systems they tested or current password-based authentication. They were also asked
to explain why the selected system was their favorite. Lastly, participants were asked to
describe their ideal authentication system. While most participants are not engineers, we
believe that asking this question serves two purposes: (1) it allows participants to synthesize
all the systems they have used and extract what they consider the best from each and (2) it
allows participants to mention authentication features that excite them but are not a part of
any of the assigned systems.

In addition to the questionnaire responses, we record participants’ screens and use
this data to calculate mean time to authenticate. Due to concerns raised by the IRB about
video recording participants, we were unable to gather mean time to authenticate results for

the second task of Snap2Pass, as authentication was completed on the phone.®

5.4 Survey Development

After implementing the federated single sign-on systems, we developed the study tasks and
questionnaire. We then had a convenience sample of nine individuals from our research
institute complete the study. Based on their feedback we made some alterations to wording
of the task instructions. After making these changes we began the first usability study
(federated).

During this first study (federated), we noticed that a small number of participants
were confused about how to complete the second task. In each case, the study coordinator
was able to explain to them where to go on the bank website to complete the task and we
did not need to discard any of the participant’s responses. To avoid having participants

ask the study coordinator for assistance in the three remaining studies we made a slight

81t may be possible to instrument the Snap2Pass application to allow calculation of the mean time to
authenticate, but we were unable to solve this problem in time for the studies.
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visual modification to the bank website. This change was universal for all the authentication
systems and did not affect their functionality.

During the second usability study (email-based), Gmail began marking some of the
authentication emails as spam. To our knowledge, four participants encountered this problem.
This problem prevented the first two participants from completing the study and their results
were discarded. For the latter two participants, the study coordinator was able to diagnose the
problem and help them complete the study. In the fourth study, which once again included
SAW, we added a note to the bank tasks to indicate to participants that this might occur
and how to remedy the problem.

All four of the studies were approved by the Institutional Review Board of Brigham

Young University.

5.5 Limitations

While our studies included students with a diverse set of majors and technical expertise, it
would be beneficial for future studies to test authentication systems using a non-student
population. It is likely that a large number of participants are already familiar with Google
OAuth 2.0 and Facebook Connect and this may have affected their opinions. Also, we only
study seven authentication systems, which is clearly insufficient to classify the usability of more
than a small fraction of authentication proposals. Future research could examine different
authentication systems in order to increase knowledge on the usability of authentication
systems and help determine which systems are best-in-class and which system has the best

overall usability.
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Chapter 6

Results

In this chapter we report the quantitative results we gathered. Table 6.1 gives the SUS
scores from the four usability studies and summarizes participants’ authentication system
preferences. Table 6.2 records whether the difference in the systems’ SUS scores is statistically
significant. Finally, Table 6.3 reports the mean time to-authenticate for each system.

The remainder of this chapter breaks down the individual results for each of the four
usability studies. As mentioned in Section 3.1, in order to provide the reader with great
context, in addition to the SUS scores we also report where these scores fall on Bangor’s
adjective-based scale [3, 4]. Participants’ responses are recorded verbatim in the appendix
(federated — Appendix B, email-based — Appendix C, QR code-based — Appendix D, and

“championship round” — Appendix E).

6.1 First Study — Federated

The SUS scores for Google OAuth 2.0, Facebook Connect, and Mozilla Persona were between
71 and 72, and the difference is not statistically significant. On Bangor’s scale, all three
systems are labeled as “good,” classified as acceptable, and receive a C grade.

Both Facebook Connect and Google OAuth 2.0 had similar registration and authenti-
cation times. In contrast, Mozilla Persona’s registration and authentication times were two
and four times greater, respectively. Even though there was a clear difference in mean time

to authenticate, participants never mention this difference in their qualitative responses.
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